
LOG
COLLECTIONLOG

Log and event data to 
provide visibility into 
activity on customer 
systems.

VULNERABILITY
DATA
Details on known 
customer exposures 
to correlated with 
exploit activity.

THREAT
HUNTING
Proactive searching for activity that might be 
a sign that a vulnerability is being exploited.

COLLECT

HUNT

FIND POTENTIAL
RISK
Identify material alerts from event data using 
predetermined rules, machine learning, 
indicators of attack, including generative AI to 
augment the investigation process.

DETECT

BRING
TOGETHER
Apply rules including AI to collected data to 
filter out insignificant events and data to 
leave only those that are relevant potential 
threats.  Bring relevant intelligence and 
customer context into the event information 
to facilitate quick and effective triage.

CORRELATE

CUSTOMER

THREAT
INTELLIGENCE
Intelligence from the 
cyber community on 
actual and potential 
threats.

CUSTOMER
CONTEXT
Details on customer 
assets, systems and 
people to guide risk 
assessment.

VISIBILITY

Evaluating whether an 
incident constitutes an attack, 
determining which methods 
the hacker used, gathering 
relevant data, engaging the 
right team and initiating 
response.

Summarise alert and incident 
history along with insights, 
trends, industry context and 
recommendations.

TRIAGE

Analyst driven assessment to build the full story 
on what happened, bringing in related 
information such as lateral movement, data 
exfiltration, sensitivity of the data involved so the 
customer knows the potential impact of the event 
and what measures might be needed to mitigate 
risk and reduce impact.

INVESTIGATE

 INSIGHTS & TRENDS

IDENTIFY POTENTIAL THREATS

Notify customer of alert, risk and recommended 
actions. Provide details to assist with response.

!

ALERT

URGENT

LEVEL 2

LEVEL 3

RISK BASED 
PRIORITISATION

RELEVANT 
AWARENESS

REMEDIATION 
AND 
MITIGATION

TRACK 
PERFORMANCE 
AND RISK

ENABLE TARGETED 
RESPONSE

1300 147 369   |   info@excitecyber.comexcitecyber.com

Managed Detection and Response

Assist customer's incident response 
with advice, analysis and 
recommendations. 

RESPONSE

UPDATES AND LEARNINGS


